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Message from ARES General Co-Chairs

The Fourth International Conference on Availability, Reliability and Security (ARES 2009 i The
International Dependability Conference) brings together researchers and practitioners in the area of
dependability. ARES 2009 highlights the various aspects of dependability, with special focus on the
crucial linkage between availability, reliability and security.

ARES aims at a full and detailed discussion of research issues in the field of dependability as an

integrative concept that covers amongst others availability, safety, confidentiality, integrity,
maintainability and security and their different areas of applications.

This conference emphasizes the interplay between foundations and practical issues of dependability

in areas such as information systems, e-government, m-government, location-based services,

ubiquitous computing, and autonomous computing.

Thi s year 6s ARES <conference i s devoted t o e-stablis
disciplines and building a strong community for further research.

We are very happy to welcome three well-known keynote speakers:

i Elisa Bertino, Purdue University
9 Sushil Jajodia, George Mason University Fairfax
9 Eiji Okamoto, Tsukuba University

From many submissions we have selected the 40 best for a presentation as full paper. The quality and

quantity of submissions have improved considerably over the last years and the conference officers
sometimes faced a difficult deci sion when selecting
acceptance rate has decreased to 25% for full papers. In addition, several workshops and short

papers show ongoing research projects and offer interesting starting points for discussions.

We wish all participants an enjoyable conference and interesting discussions.

General Co-Chairs

Makoto Takizawa, Sekei University, Japan
A Min Tjoa, Vienna University of Technology, Austria
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Message from ARES Workshop Co-Chairs

Welcome to the Workshops of the 4th International Conference on Availability, Reliability and Security
(ARES) which is held at the Fukuoka Institute of Technology, Fukuoka, Japan from March 16 -19,
20009.

The workshops are very important events for ARES as they provide an essential platform for

researchers of various domains to present and discuss their current results. This year we can offer the
conference attendeesd 10 wo rupsho pestabidired dres supportmmee f r om i
ARES the fourth year.

The succeeding listing comprises the workshops of ARES 2009:

1. The Forth International Workshop on Dependability Aspects on Data Warehousing and Mining
applications (DAWAM-2009)

The Fourth International Workshop on Frontiers in Availability, Reliability and Security (FARES
2009)

The Third International Workshop on Secure Software Engineering (SecSE-2009)

The Third Workshop on Advances in Information Security (WAIS-2009)

The Second International Workshop on Digital Forensics (WSDF-2009)

The First International Workshop on Global Information Security for an Inclusive Information
Society (GloSec-2009)

The First International Workshop on Sensor Security (IWSS-2009)

The First International Workshop on Organizational Security Aspects (OSA-2009)

The First International Workshop on Recent Innovations and Breakthroughs in Cryptography
(RIBC-2009)

10. The First International Workshop on Security and Usability (SecUSAB-2009)
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These workshops are organized each on specific topics and thus offer researchers the opportunity to
learn from this rich multi-disciplinary experience. The Workshop Chairs would like to thank the
workshop organizers for their great efforts and hard work in proposing the workshop, selecting the
papers, the interesting programs and for the arrangements of the workshops during the conference
days.

We are grateful to Amin Anjomshoaa for his excellent work and support with the Confdriver system.
We also would |like to thank the su4Q(®9ant Cl8l$-2009he we b m
conferences and the local organization team at Fukuoka Institute of Technology.

We would like to give special thanks to Mr. Yoji Unoki, Chairman of Board of Trustees of FIT for
hosting CISIS-2009, providing the university facilities and his continuous support. We would like to
thank Fukuoka Convention Bureau for their great support, help, advices and local arrangement. We
are grateful to Fukuoka City and Human Line Corporation (HLC) for the financial support. We also
thank Fukuoka Institute of Technology and Secure Business Austria as sponsors of our conference.

We hope you enjoy the workshops programs and proceedings.
ARES I nternational Conf-Ghmisnce Wor kshopsod
Leonard Barolli, Fukuoka Institute of Technology, Japan

Stefan Jakoubi, Secure Business Austria, Austria
Simon Tjoa, Secure Business Austria, Austria




ARES Keynotes & Invited Talk

Keynote of Prof. Eiji Okamoto (Tsukuba University)
Pairing based cryptography - theory, implementations and applications

Pairing based cryptography is a new and important research area in security. It has a significant
property, bilinearity, and using this, a lot of new protocols are proposed recently. In this talk, pairing
function is introduced, and then its fast computation algorithm and implementation on hardware and
software are shown. Finally its applications to cryptography are introduced.

Keynote of Prof. Sushil Jajodia (George Mason University)
Topological Analysis of Network Attack Vulnerability

This talk will discuss issues and methods for survivability of systems under malicious attacks. To
protect from such attacks, it is necessary to take steps to prevent attacks from succeeding. At the
same time, it is important to recognize that not all attacks can be averted at the outset; attacks that are
successful to some degree must be recognized as unavoidable and comprehensive support for
identifying and responding to attacks is required.

In my talk, | will describe the recent research on attack graphs that represent known attack sequences
attackers can use to penetrate computer networks. | will show how attack graphs can be used to
compute actual sets of hardening measures that guarantee the safety of given critical resources.
Attack graphs can also be used to correlate received alerts, hypothesize missing alerts, and predict
future alerts, all at the same time. Thus, they offer a promising solution for administrators to monitor
and predict the progress of an intrusion, and take appropriate countermeasures in a timely manner.

Keynote of Prof. Elisa Bertino (Purdue University)
Digital Identity Protection - Concepts and Issues

Digital identity management (DIM) has emerged as a critical foundation for supporting successful
interaction in today's globally interconnected society. It is crucial not only for the conduct of business
and government but also for a large and growing body of electronic or online social interactions.

Digital identity management is usually coupled with the notion of federation. The goal of federations is
to provide users with protected environments to federate identities by the proper management of
identity attributes. Federations provide a controlled method by which federation members can provide
more integrated and complete services to a qualified group of individuals within certain sets of
business transactions. By controlling the scope of access to participating sites, and by enabling
secure, cross-domain transmission of user's personal information, federations can make the
perpetration of identity frauds more difficult, as well as reduce their frequency, and their potential
impact. In this talk we will first discuss basic digital identity concepts and requirements towards DIM
solutions and we will overview relevant initiatives currently undergoing in academia and industry. We
will then focus on the problem of identity theft and discuss an initial solution to the problem of
establishing and protecting digital identity.

Invited Talk of Prof. Solange Ghernaouti-Hélie (University of Lausanne)
Integrative security approach as a key success factor of dependability

To raise the level of dependability of information and communication infrastructures, a comprehensive
and integrated approach to ICT security is necessary. At the crossroads of technological, legal,
sociological, economic, and political fields, information and communication security is interdisciplinary
by nature. The effectiveness of ICT security relies upon how a large range of strategic and operational
requirements is addressed. Major issues related to the necessity for, and the complexity of, an
integrated security approach are discussed from both global and specific local perspectives.




Message from DAWAM Workshop Co-chairs

The rapid growth of information technologies has brought tremendous opportunities for data sharing,
integration, and analysis across multiple distributed, heterogeneous data sources. In the past decade,
data warehousing and mining are the well-known technologies used for data analysis and knowledge
discovery in vast domain of applications.

A growing attention has been paid to the study, development and application of data warehousing and
mining. Nevertheless, dependability aspects in these applications such as availability, reliability,
integrity, privacy and security issues are still being investigated. For example, in data warehousing
applications, privacy considerations may prevent the approach of collecting data into the centralized
warehouse because each data source has different privacy policy. Furthermore, the complexity of
security increases as different sources of information are combined. Reliable, consistent and
trustworthy of information are also significant requirements in data warehousing applications. Data
mining has been shown to be beneficial in confronting various types of attacks to computer systems
such as fraud detection, intrusion prevention. In some applications, e.g. clinic information system,
government management, business competitive information, it is required to apply the mining
algorithms without observing the confidential data values thus demands the privacy preservation.
There are also many challenging issues that need further investigation in the context of data mining
from both privacy and security perspectives such as mining of imbalanced data, bioinformatics data,
streaming data, ubiquitous computing data, grid computing data etc.

Starting from the beginning of the ARES conference in 2006, the DAWAM workshop (workshop on
"Dependability Aspects on Data Warehousing and Mining applications"), like ARES, will reach the 4™
year in 2009. Previous DAWAM workshops were held at Vienna University of Technology, Austria on
April 20-22, 2006 (DAWAM 2006), April 10-13, 2007 (DAWAM 2007), Polytechnic University of
Catalonia, Barcelona, Spain, March 4-7, 2008 (DAWAM 2008). This year, DAWAM 2009 will be held
at Fukuoka Institute of Technology, Fukuoka, Japan, March 16-19, 2009.

The goals of this workshop are to bring together users, engineers and researchers (from industry and
academy) alike to present their recent work, discuss and identify problems, synergize different views
of techniques and policies, and brainstorm future research directions on various dependability aspects
of data warehousing and data mining applications. We strongly encourage researchers and
practitioners with interest in the areas of reliability, availability, privacy and security, databases, data
warehousing, data mining, and statistics to submit their experience, and/or research results. This year
2009 DAWAM workshop has accepted 10 papers out of more than 30 submissions.

We would like to express our gratitude to all of the Programme Committee members and the external
reviewers who reviewed the papers very profoundly and in a timely manner. We would also like to
thank to all of the authors who submitted their papers to DAWAM 2009, as their high-quality

contributionsf or med t he basis of this yeards workshopos

DAWAM Workshop Co-Chairs & Organizing Committee

Bhavani Thuraisingham, University of Texas at Dallas, USA
Nguyen Manh Tho, Vienna University of Technology, Austria

exece



Message from FARES Workshop Co-chairs

The Forth Workshop on Frontiers of Availability, Reliability and Security (FARES 2009) facilitates the
communication and exchange of experts of different research areas that in some way address aspects
of dependability or security such as confidentiality, integrity, availability, reliability maintainability, and
safety.

FARES® main aim is to provide a platform and meeting
same time, attend the ARES conference. Both established researchers and PhD students have the
opportunity to present and discuss their intermedi a

feedback to further improve their work.

From many submissions we have selected the 12 good papers for a presentation at this workshop.
Active participation in the workshop is the best way to get to know researchers that work on similar
topics, to create lasting international networks, and ultimately, to make a difference in the ever-
growing research area of security.

We wish all participants an enjoyable workshop, and challenging and interesting discussions.
FARES Workshop Co-Chairs & Organizing Committee

A Min Tjoa, Vienna University of Technology, Austria
Edgar Weippl, Secure Business Austria, Austria




Message from GloSec Workshop Chair

An information society and a knowledge economy are constrained by the development of an effective
cyber security framework. The validity of such a framework requires a challenging multidimensional
information security approach.

Complementary legal, technical, procedural and economic measures have to be proposed in parallel
in order to develop efficient solution for individuals, organisations and States. The 2009 GloSec
workshop investigates some technical, managerial and procedural information security related issues
as well as experiences in national strategies, organisational structures, cyber security capacities
building and international cooperation.

The output of this workshop will contribute to identify good practices in developing information security
policies and operational strategies to enforce confidence in the use of information and communication
technologies.

GloSec Workshop Chair & Organizing Committee

Solange Ghernaouti-Hélie, University of Lausanne, Switzerland

-10 -



Message from IWSS Workshop Co-chairs

Wireless networks have experienced an explosive growth during the last few years. Nowadays, there
is a large variety of networks spanning from the well-known cellular networks to non-infrastructure
wireless networks such as mobile ad hoc networks and sensor networks. Technologies such as Near
Field Communication, RFID and other wireless sensors are already part of our everyday life.

For the consumer unnoticed and simple to use, they are a popular alternative to conventional
communication channels. With the integration of these technologies into everyday devices like mobile
phones, new possibilities for applications and services arise. Besides their potential advantages, these
new generations of networks and technologies also raise some challenging problems with respect to
security and privacy.

The central aim of this workshop is to bring together users, engineers and researchers from industry
and academy to discuss and identify security and privacy issues related to sensor technologies and
applications on top.

IWSS Workshop Co-Chairs & Organizing Committee
Gerald Madimayr, Research Associate at NFC Research Lab, Hagenberg, Austria

Josef Langer, Near Field Communication Research Lab, Hagenberg, Austria
Josef Scharinger, Department of Computational Perception, Austria

-11 -



Message from OSA Workshop Chairs

In today's global economy, where conditions change often and rapidly, the efficiency and effectiveness

of the execution of business processes has become a central issue. As these processes depend on
the assigned resources, a considerable optimization focus lies on the minimization of the resources'
costs and simultaneously on the maximization of their returns. Another critical factor, which
substantially influences the ability to compete, is the continuous operation of a company's business
processes. The reasons why the execution of business processes may be interrupted are manifold
and are addressed by several fields of research.

Exercising for instance strong computer secur.i
resilience of IT systems against arising threats. However, the most sophisticated technical security
techniques will fail, if there is no adequate organizational structure covering the appropriate planning,
design and implementation of these techniques. Furthermore, processes within the companies have to
be set up, lived and monitored to cont isuwieeuwiey
simultaneously maximizing its returns.

We therefore look forward to the discussions developing around an interesting range of topics
represented by the nine papers accepted for this workshop.

OSA Workshop Co-Chairs & Organizing Committee
Gerald Quirchmayr, University of Vienna, Austria

Stefan Jakoubi, Secure Business Austria, Austria
Simon Tjoa, Secure Business Austria, Austria

-12 -
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Message from RIBC Workshop Co-chairs

It is our great pleasure to welcome you to The First International Workshop on Recent Innovations and
Breakthroughs in Cryptography (RIBC-2009), to be held on March 16-19, 2009 at Fukuoka Institute of
Technology in the city of Fukuoka, Japan. Cryptography is an essential aspect of securing information
over any type of communi cationsd®é networks and it has been a |
concerned about the security of their information. The RIBC-2009 aims at stimulating technical

exchange in the emerging and important field of cryptography.

The program of the workshop provides a variety of research topics which are of current interest, such
as Cryptography System on Elliptic Curves, Watermarking, Authentication, Confidentiality and
Nonrepudiation. | invite all of you to join us and interact with experts in cryptography and its
applications and it will be a remarkable experience.

We would like to thank Professor Leonard Barolli, Fukuoka Institute of Technology, Japan and Akio
Koyama, Yamagata University, Japan who gave us this a great opportunity to organize this workshop.
We would like to extend our sincere thanks and appreciation to the exceptional work rendered by
Advisory Chairs as well as the TPC members who made a high quality review under a tight schedule.

We wish you will enjoy this international Workshop and you will find it a valuable forum for the
exchange of opinions. We also hope that you will able to spend some time to visit the host city
Fukuoka with its beautiful landscapes and its cultural attractions.

RIBC Workshop Co-chairs

Tomoyuki Nagase, Hirosaki University, Japan
Hamid Sharif, University of Nebraska-Lincoln, USA
Mitsuru Matsui, Mitsubishi Electric, Japan

-13 -



Message from SecSE Workshop Co-chairs

We the chairs of the Third International Workshop on Secure Software Engineering, in order to enable
you to form more perfect software, establish correctness, insure software tranquility, provide for the
common digital defense, promote the general welfare, and secure the blessings of liberty from
vulnerabilities, are pleased to welcome you to the third incarnation of our workshop, in lovely Fukuoka,
Japan.

Although we hold the truths of secure software engineering to be self-evident, it is obvious that this
does not necessarily hold a high priority with all software developers, some of whom still see security
onyasan added cost. This yeards workshop builds
(SecSE 2007) and Barcelona (SecSE 2008), and ventures to present a broad spectrum of quality
workshop papers, ranging from teaching software security, via checklists, to full secure software
development lifecycle approaches. Due to a 33% increase in number of submitted papers, not all

relevant papers could beaccept ed, but this gives wus all/l t he

authors on their achievement.

SecSE Workshop Co-chairs & Organizing Committee

Torbjgrn Skramstad, Norwegian University of Science and Technology, Norway
Lillian Rgstad, Norwegian University of Science and Technology, Norway
Martin Gilje Jaatun, SINTEF Information and Communication Technology, Norway

-14 -
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Message from SECUSAB Workshop Co-chairs

The central aim of this workshop is to make aware of usability and human issues in the context of
availability, reliability and security, because Human-Computer Interaction (HCI) and Usability
Engineering (UE) traditionally play a limited role in secure systems development, especially in safe
critical areas including medicine, health care, aviation etc.

However, there is increasing insight amongst engineers that security problems can be solved only by
addressing issues of usability and human factors. Increasingly, well-publicized security breaches are
attributed to human errors that might have been prevented through more usable software. The study
of attention, motivation, learning, reasoning, acceptance and end-user behavior addresses important
issues for secure applications, but it is essential that these topics are integrated into engineering at
systemic level. The aim of this workshop is to further stimulate the awareness that we need to design
and develop secure systems that untrained people can actually use - therefore we need to bring
together experts from Psychology, Pedagogy and Computer Science.

We would like cordially to thank our colleagues for their ongoing support: Patricia A. Abbottfriedman,
Johns Hopkins University, United States; Ray Adams, Middlesex University London and Cambridge
University, United Kingdom; Henning Boje Andersen, Risoe National Laboratory, Danish Technical
University, Roskilde, Denmark; Sheikh Igbal Ahamed, Marquette University, United States; Noelle
Carbonell, Université Henri Poincare Nancy, France; Lorrie Faith Cranor, Carnegie Mellon University,
Pittsburgh, United States; Matjaz Debevc, University of Maribor, SI; Alan Dix, Lancaster University,
United Kingdom; Pier Luigi Emiliani, National Research Council, Florence, Italy; Regina Geierhofer,
Siemens Health Care, Erlangen, DE; Bin Hu, Birmingham City University, United Kingdom; Bo Hu,
University of Southampton, United Kingdom; Ebba P. Hvannberg, University of Iceland, Reykjavik,
Iceland; Julie Jacko, Georgia Institute of Technology, United States; Chris Johnson, University of
Glasgow, United Kingdom; Homa JAVAHERY, Concordia University, Montreal, CA; Zhengjie LIU,
Dalian Maritime University, CN; ZongKai LIN, Chinese Academy of Science, Peking, CN; Shogo
NISHIDA, Osaka University, JP; Hiromu NISHITANI, University of Tokushima, JP; Nuno J NUNES,
University of Madeira, PT; Anne-Sophie NYSSEN, Université de Liege, BE; Ant A OZOK, University of
Maryland Baltimore County UMBC, Baltimore, US; Philipe PALANQUE, Université Toulouse, FR;
Helen PETRIE, University of York, UK; Margit POHL, Vienna University of Technology, TU Wien, AT;
Karen V. RENAUD, University of Glasgow, UK; Anthony SAVIDIS, ICS FORTH, Heraklion, GR;
Albrecht SCHMIDT, University of Duisburg-Essen, DE; Ahmed SEFFAH, Concordia University,
Montreal, CA; Yuanchun SHI, Tsinghua University, Beijing, CN; Klaus-Martin SIMONIC, Medical
University Graz, AT; Hironomu TAKAGI, Tokyo Research Laboratory, IBM Research, JP; A Min TJOA,
Vienna University of Technology, TU Wien, AT; Jeff YAN, University of Newcastle, UK.

SECUSAB Workshop Co-Chairs & Organizing Committee
Andreas Holzinger, Medical University Graz, Austria

Artur Lugmayr, Tampere University of Technology, Finland
Marilyn Sue Bogner, International Society for Microbial Ecology Bethesda, USA

-15-



Message from WAIS Workshop Chairs

It is our great pleasure to welcome you in Fukuoka for the Third International Workshop on Advances
in Information Security (WAIS 2009). The workshop is held in conjunction with the Fourth International
Conference on Availability, Reliability and Security (ARES) on March 16th -19th, 2009, at the Fukuoka
Institute of Technology (FIT), Fukuoka, Japan.

As computing systems have begun to pervade every aspect of daily life, people need to be able to
trust themd so much of their lives depend on them. Today, many of these systems are far too
vulnerable to cyber attacks that can inhibit their operation, corrupt valuable data, or expose private
information. Future systems will include sensors and computers everywhere, exacerbating the
attainment of security and privacy. Current security practices largely address current and known
threats, but there is a need for research to take account future threats too.

The goal of this third meeting is to bring together computer scientists, industrial engineers and
researchers to discuss and exchange experimental or theoretical results, novel designs, work-in-
progress, experience, case studies, and trend-setting ideas in the area of Information Security. Papers
collected in this international workshop were carefully reviewed by at least two reviewers. According to
the review results, the program committee members selected 18 papers to be presented in this
workshop.

The WAIS workshop is held in an exciting and stimulating atmosphere, at the Fukuoka Institute of
Technology, in Fukuoka, Japan. Finally, we would like to thank all the authors for submitting their
research works to the workshop as well as to the authors of accepted papers for their participation and
presentation of the papers in the workshop.

We look forward to meeting you all again at WAIS 2010.
WAIS Workshop Co-chairs & Organizing Committee
Leonard Barolli, Fukuoka Institute of Technology, Japan

Arjan Durresi, Indiana University Purdue University Indianapolis, USA
Hiroaki Kikuchi, Tokai University, Japan

-16 -



Message from WSDF Workshop Chairs

As a discipline, Digital Forensics is constantly evolving to the investigative needs of a changing
society. The number and power of devices has dramatically increased along with the acceptance and
embedding of electronics in society. As technologies are misused, Digital Forensics must be able to
secure and analyze devices to create an understanding of what has occurred.

There is a number of challenges facing the field; increasing sophistication of electronics, the range of
data being held, use of anti-forensic technologies, and an ability to convey meaning from increasing
volumes of data. All work must also be conducted within a legal framework to ensure that an outcome
may be suitable for the legal system. Given these technical challenges and operational constraints,
research is an important aspect of this field, working to both solve current practitioner issues and to
proactively encounter issues faced in the future.

The six papers in this conference represent a mixture of the social, political and technical issues
currently facing Digital Forensics and also are looking to proactively solve future issues. We look
forward to the discussions that will develop around the range of topics represented in the accepted
papers.

WSDF Workshop Co-chairs

Jill Slay, University of South Australia, Australia
Benjamin Turnbull, University of South Australia, Australia
Barry Blundell, Auckland University of Technology, New Zealand
Rodney McKemmish, University of South Australia, Australia

WSDF Workshop Organization Committee

Jill Slay, University of South Australia, Australia
Benjamin Turnbull, University of South Australia, Australia
Barry Blundell, Auckland University of Technology, New Zealand
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ARES & ARES WORKSHOP PROGRAM

Monday, Mar 16, 2009

08:307 09:00  Single Session

Welcome and Opening Ceremony (ARES and CISIS) - UG

09:007 10:30  Single Session

ARES Keynote 1 - UG
Chair: A Min Tjoa, Vienna University of Technology, Austria

Pairing based cryptography - theory, implementations and applications
Keynote Prof. Eiji Okamoto (Tsukuba University)

10:307 11:00 Coffee Break

11:007 12:30 Parallel Sessions

ARES Full 1A: SOA Security i B38
Chair: Benjamin Turnbull, University of South Australia, Australia

The Accountability Problem of Flooding Attacks in Service-Oriented Architectures

Meiko Jensen, Jorg Schwenk

Web Service Trust:Towards A Dynamic Assessment Framework

George Spanoudakis, Stephane LoPresti

Security Requirements Specification in Service-oriented Business Process Management
Michael Menzel, lvonne Thomas, Christoph Meinel

ARES Full 1B: Distributed Systems and Grid i B32
Chair: Frank Innerhofer-Oberperfler, University of Innsbruck, Austria

1.

2.

3.

A Pluggable Domain Management Approach for Building Practical Distributed Coalitions
Yasuharu Katsuno, Yuji Watanabe, Michiharu Kudo, Eiji Okamoto

Retaining Data Control to the Client in Infrastructure Clouds

Marco Descher, Philip Masser, Thomas Feilhauer, A Min Tjoa, David Huemer
Workflows in Dynamic and Restricted Delegation

Mehran Ahsant, Jim Basney

ARES Short 1: Dependable Systems and Trusted Computing i B33
Chair: Antonio Mufioz, University of Malaga, Spain

1.

2.

3.

A Micro-FT-UART for Safety-Critical SoC-Based Applications

Mohammad-Hamed Razmkhah, Seyed Ghassem Miremadi, Alireza Ejlali

MixVM - An Approach to Service Isolation and Data Protection in Mobile Context-Sensitive Applications
Thomas Butter, Markus Aleksy

On the Security of Untrusted Memory

Jorn-Marc Schmidt, Stefan Tillich

OSA 1: Security Management and Education i B34
Chair: Gerald Quirchmayr, University of Vienna, Austria

1.

Haste in knowledge-intensive work in organizations: A major threat to information security management
in business environments

Juhani Anttila, Jorma Kajava

Standards-Based Cyber Exercises

Ronald Dodge, Brian Hay, Kara Nance

Patterns to support the development of privacy policies

Luanna Lopes Lobato, Eduardo Fernandez
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WAIS 1: Security Analysis i B36
Chair: Hiroaki Kikuchi, Tokai University, Japan

1. Rank swapping for partial orders and continuous variables
Vicenc Torra
2. Animproved Authentication Protocol based on One-Way Hash Functions and Diffie-Hellman Key
Exchange
Marko Holbl, Tatjana Welzer
3. Security Analysis for P2P Routing Protocols
Tatsuro Fuijii, Yoshiaki Hori, Kouichi Sakurai

RIBC 1: Invited Talk i B35
Chair: Tomoyuki Nagase, Hirosaki University, Japan

On the Higher Order Nonlinearities of Boolean Functions and S-boxes
Invited Talk of Claude Carlet (University of Caen)

12:307 14:00 Lunch Break
14:007 15:30 Parallel Sessions

ARES Full 2A: Enterprise Security 1 B38
Chair: Ludwig Fuchs, University of Regensburg, Germany

1. Quantitative analysis of secure information flow via Probabilistic Semantics
Chunyan Mu, David Clark

2. Deploying security policy in intra and inter Workflows Management Systems
Samiha ayed, Nora Cuppens-Boulahia, Frederic Cuppens

3. An empirically derived loss taxonomy based on publicly known security incidents
Frank Innerhofer-Oberperfler, Ruth Breu

ARES Full 2B: Intrusion and Fraud Detection i B32
Chair: Michael Menzel, Hasso-Plattner-Institute, Germany

1. Defeating Dynamic Data Kernel Rootkit Attacks via VMM-based Guest-Transparent Monitoring
Junghwan Rhee, Ryan Riley, Xuxian Jiang, Dongyan Xu

2. Server-side Prediction of Source IP Addresses using Density Estimation
Markus Goldstein, Matthias Reif, Armin Stahl, Thomas Breuel

3. Detecting Stepping-Stone Connection using Association Rule Mining
Ying-Wei Kuo, Shou-Hsuan Huang

ARES Short 2: Dependable Systems and Trusted Computing i B33
Chair: Jorn-Marc Schmidt, Graz University of Technology, Austria

1. Detecting Image Tampering Using Feature Fusion
Pin Zhang, Xiangwei Kong

2.  SecMiLiA: An Approach in the Agent Protection
Antonio Mufioz, Antonio Marfa, Daniel Serrano

3. Traffic Controller: A Practical Approach to Block Network Covert Timing Channel
Yi Wang, Yi Ge, Bing Mao, Li Xie

OSA 2: Risk Management i B34
Chair: Gerald Quirchmayr, University of Vienna, Austria

1. A New Approach for the Construction of Fault Trees from System Simulink Model
Golamreza Latif-Shabgahi, Fahimeh Tajarrod
2. Estimating ToE Risk Level using CVSS
Siv Hilde Houmb, Virginia N. L. Franqueira
3. Comparison of Risk Analysis Methods: Mehari, Magerit, NIST800-30 and Microsoft's Security
Management Guide
Amril Syalim, Yoshiaki Hori, Kouichi Sakurai
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WAIS 2: Network Security i B36
Chair: Arjan Durresi, IUPUI, USA

1. Secrecy Capacity of Wireless LAN

Ryuzou Nishi,, Yoshiaki Hori, Kouichi Sakurai
2. Privacy-Preserving Collaborative Filtering

Hiroaki Kikuchi, Hiroyasu Kizawa, Minako Tada
3. A Framework for Understanding Botnets

Justin Leonard, Shouhuai Xu, Ravi Sandhu

RIBC 2: Authentication, Watermarking, and Cryptosystems i B35
Chair: Tomoyuki Nagase, Hirosaki University, Japan

1. Real-Time Audio Watermarking with Wavetable Alternation in Digital Instrument
Kotaro Yamamoto, Munetoshi Iwakiri
2. A Reconfigurable-Permutation Algorithm for M_S-Box
Hiroshi Kodo, Shunn-ichiro Nakayama, Atsushi Watanabe, Tomoyuki Nagase , Yoshio Yoshioka

15:307 16:00 Coffee Break
16:007 18:00 Parallel Sessions

ARES Full 3A: Enterprise Security 2 B38
Chair: Frank Innerhofer-Oberperfler, University of Innsbruck, Austria

1. Formal Analyses of Usage Control Policies
Alexander Pretschner, Judith Ruesch, Christian Schaefer, Thomas Walter
2. A First Step Towards Characterizing Stealthy Botnets
Justin Leonard, Shouhuai Xu, Ravi Sandhu
3. Intrusion Process Modeling for Security Quantification
Jaafar Almasizadeh, Mohammad Abdollahi Azgomi
4. Different Approaches to in-house Identity Management - The Justification of an Assumption
Ludwig Fuchs, Christian Broser, Gunther Pernul

ARES Full 3B: Digital Forensics and Security in Communication 7 B32
Chair: George Spanoudakis, City University, UK

1. An LPN-problem-based Lightweight Authentication Protocol for Wireless Communications
Ya-Fen Chang, Yen-Cheng Lai

2. Revealing the Calling History on SIP VolP Systems by Timing Attacks
Ge Zhang, Simone Fischer-Hubner, Leonardo Martucci, Sven Ehlert

3. The Anatomy of Electronic Evidence i Quantitative Analysis of Police E-Crime Data
Benjamin Turnbull, Robert Taylor, Barry Blundell

4. A Robust Image Watermarking using Two Level DCT and Wavelet Packets Denoising
Amir Hossein Taherinia, Mansour Jamzad

ARES Short 3: Software Security i B33
Chair: Jérn-Marc Schmidt, Graz University of Technology, Austria

1. Capturing Information Flow with Concatenated Dynamic Taint Analysis
Hyung Chan Kim, Angelos D. Keromytis, Michael Covington, Ravi Sahita
2. Risk-driven architectural decomposition
Thomas Heyman, Riccardo Scandariato, Wouter Joosen
3. Reducing the Cost of Session Key Establishment
Bruhadeshwar Bezawada, Kishore Kothapalli, Sreedeepya Maddi
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OSA 3: Security Management i B34
Chair: Gerald Quirchmayr, University of Vienna, Austria

1. Multidimensional Management of Information Security i A metrics based Approach merging Business
and Information Security Topics
Sebastian Sowa, Roland Gabriel

2. A Security Management Assurance Model to holistically assess the Information Security posture
Solange Ghernaouti-Hélie, Igli Tashi

3.  Methodology to Align Business and IT Policies: Use case from an IT Company
Christophe Feltus, Christophe Incoul, Jocelyn Aubert, Benjamin Gateau, André Adelsbach, Marc Camy

WAIS 3: Signature and Protection i B36
Chair: Hiroaki Kikuchi, Tokai University, Japan

1. Enterprise-oriented Digital Rightms Management Mechanism: eDRM
Chia-Chen Lin, Shih-Chi Wu, Po-Hsuan Chiang, Chang-Chi Chen
2. Utility and Risk of JPEG-based Continuous Microdata Protection Methods
Javier Jimenez, Viceng Torra
3. Towards efficient ID-based signature schemes with batch verifications from bilinear pairings
Yuh-Min Tseng, Tsu-Yang Wu, Jui-Di Wu
4. Yet Another Sanizable Signature from Bilinear Maps
Tetsuya Izu, Noboru Kunihiro, Kazuo Ohta, Makoto Sano, Masahiko Takenaka

RIBC 3: Authentication, Watermarking, and Steganography i B35
Chair: Tomoyuki Nagase, Hirosaki University, Japan

1. A Certificate Revocable Anonymous Authentication Scheme with Designated Verifier
Keita Emura, Atsuko Miyaji, Kazumasa Omote

2. A Standard MIDI File Steganography Based on Fluctuation of Duration
Kotaro Yamamoto, Munetoshi lwakiri

3. A Signature Scheme Associated with Universal Re-signcryption
Kohei Tatara, Kouichi Sakurai
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Tuesday, Mar 17, 2009

09:007 10:30  Single Session

ARES Keynote 2 - UG
Chair: Edgar Weippl, Vienna University of Technology, Austria

Digital Identity Protection - Concepts and Issues
Keynote Prof. Elisa Bertino (Purdue University)

10:307 11:00 Coffee Break

11:007 12:30 Parallel Sessions

ARES Full 4A: Software Security 11 B38
Chair: Koen Buyens, IBBT-Distrinet Katholieke Universiteit Leuven, Belgium

Prioritisation and Selection of Software Security Activities

David Byers, Nahid Shahmehri

BRICK: A Binary Tool for Run-time Detecting and Locating Integer-based Vulnerability
Chen Ping, Wang Yi, Xin Zhi, Mao Bing, Xie Li

Enhancing Automated Detection of Vulnerabilities in Java Components

Pierre Parrend

ARES Full 4B: Availability and Reliability 17 B32
Chair: Raimundo Macedo, Federal University of Bahia, Brazil

1.

2.

3.

On Equilibrium Distribution Properties in Software Reliability Modeling

Xiao Xiao, Tadashi Dohi

An Analysis of Fault Effects and Propagations in AVR Microcontroller ATmegal03(L)

Alireza Rohani, Hamid reza Zarandi

Blue Gene/L log analysis and Time to Interrupt Estimation

Narate Taerat, Nichamon Naksinehaboon, Clayton Chandler, James Elliott, Chokchai Leangsuksun,
George Ostrouchov, Stephen L. Scott, Christian Engelmann

ARES Full 4C: Cryptography i B33
Chair: Gerald Quirchmayr, University of Vienna, Austria

1.

2.

3.

A New Approach for Implementing the MPL Method toward Higher SPA Resistance
Masami Izumi, Kazuo Ohta, Kazuo Sakiyama

On Privacy Preserving Convex Hull

Sandeep Hans, Sarat Addepalli, Anuj Gupta, Kannan Srinathan

Routing Protocol Security Using Symmetric Key Based Techniques

Bruhadeshwar Bezawada, Kishore Kothapalli, Poornima M

ARES Short 4A: Privacy and Trust i B34
Chair: Simon Tjoa, Secure Business Austria, Austria

1.

2.

Accuracy: The Fundamental Requirement for Voting Systems

Tim Storer, Russel Lock

Reusable Security Requirements for Healthcare Applications

Jostein Jensen, Inger Anne Tgndel, Martin Gilje Jaatun, Per Hakon Meland, Herbjarn Andresen
P2F: A User-Centric Privacy Protection Framework

Maryam Jafari-Lafti, Chin-Tser Huang, Csilla Farkas
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ARES Short 4B: Enterprise Security and Security Evaluation 11 B35
Chair: Antonio Mufioz, University of Malaga, Spain

1. Cost-benefit trade-off analysis of an ISMS based on ISO 27001
Wolfgang Boehmer
2. Methodology for Experimental ICT Industrial and Critical Infrastructure Security Tests
Igor Nai Fovino, Marcelo Masera
3. Ascertaining the Financial Loss from Non-dependable Events in Business Interactions by Using the
Monte Carlo Method
Omar Hussain, Tharam Dillon

WAIS 4: Secure Systems i B36
Chair: Leonard Barolli, Fukuoka Institute of Technology, Japan

1. Generation of Prototypes for Masking Sequences of Events
Aida Valls, Cristina Gbmez-Alonso, Viceng Torra
2. Enhancing Control of Service Compositions in Service-Oriented Architectures
Christian Schneider, Frederic Stumpf, Claudia Eckert
3. Truly Anonymous Paper Submission and Review Scheme
Chun-I Fan, Ming-Te Chen, Lung-Hsien Chen
4. An Implementation of the Binding Mechanism in the Web Browser for Preventing XSS Attacks:
Introducing the Bind-Value Headers
Genta lha, Hiroshi Doi

12:3071 14:00 Lunch Break

14:007 15:30  Single Session

ARES Keynote 3 - UG
Chair: Edgar Weippl, Vienna University of Technology, Austria

Topological Analysis of Network Attack Vulnerability
Keynote Prof. Sushil Jajodia (George Mason University)

15:3071 18:00 Coffee Break
16:007 18:00 Parallel Sessions

ARES Full 5A: Software Security 21 B38
Chair: Pierre Parrend, FZI Karlsruhe, Germany

1. Automated Support for Security Requirements Engineering in Software Product Line Domain
Engineering
Daniel Mellado, Jesus Rodriguez, Eduardo Fernandez-Medina, Mario Piattini
2. ldentifying and Resolving Least Privilege Violations in Software Architectures
Koen Buyens, Bart De Win, Wouter Joosen
3. A Test Framework for Assessing Effectiveness oftheDat a Pri vacy Policyds | mpl ement
Relational Databases
Corrado Visaggio, Gerardo Canfora, Vito Paradiso

ARES Full 5B: Availability and Reliability 21 B32
Chair: Narate Taerat, Louisiana Tech University, USA

1. Improving Reliability for Multi-home Inbound Traffic: MHLB/I Packet-Level Inter-domain Load-Balancing
Hiroshi Fujinoki

2. Proactive Resource Management for Failure Resilient High Performance Computing Clusters
Dr. Song Fu, Dr. Cheng-Zhong Xu

3. A Perceptron Neural Network for Asymmetric Comparison-Based System-Level Fault Diagnosis
Mourad Elhadef

4. Perfect Failure Detection in the Partitioned Synchronous Distributed System Model
Raimundo Macedo, Sergio Gorender
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ARES Full 5C: Privacy and Trusti B33
Chair: Ludwig Fuchs, University of Regensburg, Germany

Specification of Anonymity as a Secrecy Property in the ADM Logic - Homomorphic-based Voting
Protocols

Mehdi Talbi, Valérie Viet Triem Tong, Adel Bouhoula

Measuring Voter-controlled Privacy

Hugo Jonker, Jun Pang, Sjouke Mauw

Generating User-understandable Privacy Preferences

Jan Kolter, Ginther Pernul

An Automatic Privacy Policy Agreement Checker for E-Services

George Yee

ARES Short 5: Enterprise Security and Security Evaluation 27 B34
Chair: Gerald Quirchmayr, University of Vienna, Austria

Building a Responsibility Model Including Accountability, Capability and Commitment
Christophe Feltus, Michael Petit

AVISPA in the Validation of Ambient Intelligence Scenarios

Antonio Mufioz, Antonio Mafia, Daniel Serrano

Security Evaluation of an Intrusion Tolerant System with MRSPNs

Ryutaro Fujimoto, Hiroyuki Okamura, Tadashi Dohi

Algebraic Properties in Alice and Bob Notation

Sebastian Mddersheim

FARES 1: Authentication and Authorization i B35
Chair: Frederik Orellana, University of Copenhagen, Denmark

1.

2.

3.

QR-TAN: Secure Mobile Transaction Authentication

Guenther Starnberger, Lorenz Froihofer, Karl M. Goeschka

An authentication watermark algorithm for JPEG images

Xiaowei Shi, Fenlin Liu, Bin Liu, Daofu Gong

A New Watermarking Attack Using Long-Range Correlation Image Restoration
Amir Hossein Taherinia, Mehran Fotouhi, Mansour Jamzad

WAIS 5: Information Security i B36
Chair: Arjan Durresi, IUPUI, USA

1.

Polymorphic Worm Detection by Analyzing Maximum Length of Instruction Sequence in Network
Packets

Kohei Tatara, Yoshiaki Hori, Kouichi Sakurai

Automated Instruction-Set Randomization for Web Applications in Diversified Redundant Systems
Frédéric Majorczyk, Jonathan-Christofer Demay

An improvement to a decentralized management method for uniquely accessible attribute information
Yoshio Kakizaki, Yoshiaki Yoshida, Hidekazu Tsuji

Making Use of Human Visual Capability to Improve Information Security

Masakatsu Nishigaki, Takumi Yamamoto
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Wednesday, Mar 18, 2009
09:007 10:30  Single Session

CISIS Keynote 17 UG
Chair: Makoto Takizawa, Sekei University, Japan

CSTP Coordination Program of Science and Technology Projects in Japan: Very Large Information
Integration and Application Platform
Keynote Prof. Shojiro Nishio (Osaka University)

10:307 11:00 Coffee Break
11:007 12:30 Parallel Sessions

ARES Short 6: Availability and Reliability 1 B32
Chair: Somchart Fugkeaw, Thai Digital ID Co., Ltd.

1. Scrubbing in Storage Virtualization Platform for Long-Term Backup Application
Ao Ma

2. Fault Tolerant and Low Energy Write Back Heterogeneous Set Associative Cache for DSM Technologies
Mehrtash Manoochehri, Alireza Ejlali, Seyed Ghassem Miremadi

3. Generating AMF Configurations from Software Vendor Constraints and User Requirements
Ali Kanso, Maria Toeroe, Abdelwahab Hamou-Lhadj, Ferhat Khendek

FARES 2: Security in Distributed Systems i B35
Chair: Guenther Starnberger, Vienna University of Technology, Austria

1. The case for a simpler security model in grid computing

Frederik Orellana, Christian Ulrik Sgttrup, Anders Waénanen, Daniel Kalici, Michael Grgnager
2. Secure Multi-Robotic Active Localization without Exchange of Maps

Sarat Addepalli, Piyush Bansal, Kannan Srinathan, Madhava Krishna
3. Position Paper: Secure Infrastructure for Scientific Data Life Cycle Management

Marco Descher, Thomas Feilhauer, Ibrahim Elsayed, Peter Brezany, David Huemer, A Min Tjoa

SecSE 1: Education and Other Vulnerabilities i B33
Chair: Lillian Rgstad, Norwegian University of Science and Technology

1. Protecting global and static variables from buffer overflow attacks
Yves Younan, Frank Piessens, Wouter Joosen

2. Static Code Analysis to Detect Software Security Vulnerabilities - Does Experience Matter?
Dejan Baca, Kai Petersen , Bengt Carlsson, Lars Lundberg

3. hACMEgame: A Tool for Teaching Software Security
@yvind Nerbraten, Lillian Rgstad

IWSS 1: Security in Ad-hoc and Mesh Networks i B34
Chair: Gerald Madlmayr, NFC Research Lab Hagenberg, Austria

1. Trusting User Defined Context in MANETS: Experience from the MIDAS Approach
Vegar Westerlund, Thomas Pronstad, Inger Anne Tgndel, Leendert Wienhofen

2. Deconvolving Protected Signals
Mohaned Kafi, Sylvain Guilley, Sandra Marcello, David Naccache
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DAWAM 1: Security and Privacy Enhancement in DWHs i B36
Chair: Nguyen Manh Tho, Vienna University of Technology, Austria

1. Including Security Rules support in an MDA approach for Secure DWs
Carlos Blanco, Ignacio Garcia-Rodriguez de Guzman, Eduardo Fernandez-Medina, Juan Trujillo, Mario
Piattini

2. An System of Privacy Preserving Distributed Spatial Data Warehouse Using Relation Decomposition
Marcin Gorawski, Szymon Panfil

3. Applying an MDA-based approach to consider security rules on the development of Secure DWs
Carlos Blanco, Ignacio Garcia-Rodriguez de Guzman, Eduardo Fernandez-Medina, Juan Truijillo, Mario
Piattini

12:307 14:00 Lunch Break
14:007 15:30 Parallel Sessions

ARES BP: Best Paper Award i B38
Chair: Edgar Weippl, Vienna University of Technology, Austria

SecSE 2: Secure Software-development Lifecycles and Reuse i B33
Chair: Lillian Rgstad, Norwegian University of Science and Technology

1. Towards Evaluation of Security Assurance during the Software Development Lifecycle
llkka Uusitalo, Kaarina Karppinen, Pasi Ahonen, Heimo Pentikdinen
2. An architectural foundation for security model sharing and reuse
Per Hakon Meland, Shanai Ardi, Jostein Jensen, Erkuden Rios, Txus Sanchez, Nahid Shahmehri, Inger
Anne Tgndel
3. A Knowledge Management Approach to Support a Secure Software Development
Francisco Nunes, Adriano Albuquerque

DAWAM 2: Intrusion and Network Attack Prevention i B36
Chair: Nguyen Manh Tho, Vienna University of Technology, Austria

1. Identity-Based Hybrid Signcryption
Fagen Li, Masaaki Shirase, Tsuyoshi Takagi

2. Towards Intrusion Detection for Encrypted Networks
Vik Tor Goh, Jacob Zimmermann, Mark Looi

3. A Mobile Ambients-based Approach for Network Attack Modelling and Simulation
Virginia Franqueira, Raul Lopes, Pascal van Eck, Roel Wieringa

15:3071 16:00 Coffee Break
16:007 18:00 Parallel Sessions

ARES Short 7: Authentication and Authorization i B32
Chair: Edgar Weippl, Vienna University of Technology, Austria

1. Using XACML for Embedded and Fine-Grained Access Control Policy
George Hsieh, Keith Foster, Gerald Emamali, Gregory Patrick, Lisa Marvel
2. A-COLD : Access Control of Web-OLAP over Multi-Data Warehouse
Somchart Fugkeaw
3. Package-Role Based Authorization Control Model for Wireless Network Services
Huy Hoang Ngo, Xianping Wu, Phu Dung Le, Campbell Wilson
4. Security Credential Mapping in Grids
Mehran Ahsant, Esteban Tavalera, Jim Basney
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FARES 3: Software Security and Digital Forensics i B35
Chair: Stefan Jakoubi, Secure Business Austria, Austria

1. A Robust Image Watermarking Method in Wavelet Domain Using Genetic Algorithm
S.Hamid Amiri, Mansour Jamzad

2. An Efficient Measurement of Object Oriented Design Vulnerability
Alka Agrawal, Shalini Chandra, Raees Ahmad Khan

3. FORVEST: A Support Tool for Formal Verification of Security Specifications with ISO/IEC 15408
Kenichi Yajima, Shoichi Morimoto, Daisuke Horie, Noor Sheila Azreen, Yuichi Goto, Jingde Cheng

SecSE 3: Model-driven Development and Checklists i B33
Chair: Lillian Rgstad, Norwegian University of Science and Technology

1. A Practical Framework for The Dataflow Pointcut in Aspect]
Amine Boukhtouta, Dima Alhadidi
2. SecureMDD: A Model-Driven Development Method for Secure Smart Card Applications
Nina Moebius, Kurt Stenzel, Holger Grandy, Wolfgang Reif
3. Linking Privacy Solutions to Developer Goals
Kim Wuyts, Riccardo Scandariato, Bart De Decker, Wouter Joosen
4. Software Inspections Using Guided Checklists to Ensure Security Goals
Frank Elberzhager, Alexander Klaus, Marek Jawurek

IWSS 2: Security in Contactless Systems i B34
Chair: Gerald Madlmayr, NFC Research Lab Hagenberg, Austria

1. Vulnerability Analysis and Attacks on NFC-enabled Mobile Phones
Collin Mulliner
2. Post-distribution provisioning and personalization of a payment application on a UICC-based Secure
Element
Vincent Alimi, Marc Pasquet
3. A Secure and Efficient Mutual Authentication Protocol for Low-Cost RFID Systems
George Poulopoulos, Kostas Markantonakis, Keith Mayes

DAWAM 3: Dependability, Failure Analysis and Detection i B36
Chair: Nguyen Manh Tho, Vienna University of Technology, Austria

1. Statistical Failure Analysis of a Web Server System
Toshiya Fuijii, Tadashi Dohi

2. A Policy Framework for Data Management in Services Marketplaces
Jun Li, Bryan Stephenson, Sharad Singhal

3. Modeling Misuse Patterns
Eduardo Fernandez, Nobukazu Yoshioka, Hironori Washizaki

4. Novel Algorithms for Sub-group Detection in Terrorist Networks
Nasrullah Memon
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Thursday, Mar 19, 2009

09:007 10:30  Single Session

ARES Invited Talk - UG
Chair: A Min Tjoa, Vienna University of Technology, Austria

Integrative security approach as a key success factor of dependability
Prof. Solange Ghernaouti-Hélie (University of Lausanne)

10:307 11:00 Coffee Break

11:007 12:30 Parallel Sessions

ARES Short 8: Cryptography 17 B32
Chair: Nurdan Saran, Cankaya University, Turkey

A Dynamic Attribute-Based Group Signature Scheme and its Application in an Anonymous Survey for
the Collection of Attribute Statistics

Keita Emura, Atsuko Miyaji, Kazumasa Omote

Security in Quantum Networks as an Optimization Problem

Stefan Rass, Peter Schartner

Finding Preimages of Multiple Passwords Secured with VSH

Kimmo Halunen, Pauli Rikula, Juha Rdning

WSDF 1: Digital Forensics 17 B36
Chair: Jill Slay, University of South Australia, Austalia

1. Enhancement of Forensic Computing Investigations through Memory Forensic Techniques
Matthew Simon, Jill Slay
2. Improving Performance in Digital Forensics: A case using pattern matching board
Jooyoung Lee
3. Computer Forensics in Japan: A Preliminary Study
Jigang Liu, Tetsutaro Uehara
GloSec 11 B33

Chair: Solange Ghernaouti-Hélie, University of Lausanne, Swiss

1.

2.

3.

Advanced flooding attack on a SIP server

Xianglin Deng, Malcolm Shore

The State of Cybersecurity and the Roadmap to Secure Cyber Community in Cambodia
Sopheak Cheang, Sinawong Sang

An inclusive information society needs a global approach of information security

S. Ghernaouti-Hélie

SECUSAB 1-B34
Chair: Andreas Holzinger, Medical University Graz, Austria

1.

2.

Managing Rights and Value of Digital Media

Filippo Chiariglione, Giacomo Cosenza, Sergio Matone

A criteria-based evaluation framework for authentication schemes in IMS
Charlott Eliasson, Markus Fiedler, lvar Jgrstad

The user-centric vision matches credentials exchanges

Mikael Ates, Jacques Fayolle, Christophe Gravier, Jeremy Lardon
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FARES 4: Dependability Aspects 1 B35
Chair: Alka Agrawal, Babasaheb Bhimrao Ambedkar University, India

1. Using Hybrid Trust Model for Handling Inaccurate Resource
Bagher Rahimpour Cami, Mohammad Reza Matash Borujerdi

2. A High Speed and Low Cost Error Correction Technique for the Carry Select Adder
Alireza Namazi, Seyed Ghassem Miremadi, Alireza Ejlali

3.  An Improvement of REM: a Replication Oriented Event-based Middleware
Youcheng Chen, Mohammad Rez Selim, Yuichi Goto , Jingde Cheng

12:3071 14:00 Lunch Break

14:007 15:30 Parallel Sessions

ARES Short 9: Cryptography 217 B32
Chair: Kimmo Halunen, University of Oulu, Finnland

1. Choosing Parameters to Achieve A Higher Success Rate for Hellman Time Memory Trade Off Attack
Nurdan Saran, Ali Doganaksoy

2. Generalized Robust Combiners for Oblivious Transfer
Ganugula Umadevi, Sarat Addepalli, Kannan Srinathan

WSDF 2: Digital Forensics 27 B36
Chair: Jill Slay, University of South Australia, Austalia

1. Enhancing Computer Forensics Investigation through Visualisation and Data Exploitation
Grant Osborne, Benjamin Turnbull

2. A Post-Mortem Incident Modeling Method
Shanai Ardi, Nahid Shahmehri

3. Investigating the Implications of Virtual Machine Introspection for Digital Forensics
Kara Nance, Matt Bishop, Brian Hay

GloSec 27 B33
Chair: Solange Ghernaouti-Hélie, University of Lausanne, Swiss

1. Measuring Peer-to-Peer Botnets Using Control Flow Stability
Binbin Wang, Zhitang Li, Hao Tu, Jie Ma

2. Regulatory Compliance and Information Security Assurance
Igli Tashi

3. Information security optimization: from theory to practices
David Sims

SECUSAB 21 B34
Chair: Andreas Holzinger, Medical University Graz, Austria

1. Patient-Administered Access Control: a Usability Study
Lillian Rgstad, Ole Andreas Alsos

2. An Experimental System for Studying the Tradeoff between Usability and Security
Noam Ben-Asher, Joachim Meyer, Sebastian Méller, Roman Englert
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CISIS International Conference on @

Complex, Intelligent and Software Intensive Systems

CISIS 2009 Conference Officers

General Co-Chairs

Leonard Barolli, Fukuoka Institute of Technology, Japan
A Min Tjoa, Vienna University of Technology, Austria

Program Committee Co-Chairs

Hui-Huang Hsu, Tamkang University, Taiwan
Stefan Biffl, Vienna University of Technology, Austria

Program Track Chairs

1. Scientific Computing: Infrastructures and Applications
Siegfried Benkner , University of Vienna, Austria
Sabri Pllana , University of Vienna, Austria

2. Software Engineering for Distributed Systems
Markus Aleksy, ABB Corporate Research, Germany

3. Database and Data Mining Applications
David Taniar, Monash University, Australia
Eric Pardede, La Trobe University, Australia

4. Artificial Intelligence and Applications
Wen-Yang Lin, National University of Kaohsiung, Taiwan
Tzung-Pei Hong, National University of Kaohsiung, Taiwan

5. Agent and Autonomic Systems
Elhadi Shakshuki, Acadia University, Canada
Zakaria Maamar, Zayed University, U.A.E.

6. Multimedia Systems and Human-Machine Interaction
Yuanchun Shi, Tsinghua University, China

7. Systems for Biological and Medical Applications
Vipin Chaudhary, SUNY at Buffalo, USA
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8. Complex Intelligent Techniques for eLearning
Santi Caballe, Open University of Catalonia, Spain
Ray Bareiss, Carnegie Mellon West, USA

9. Network Control and Performance Analysis
Takuo Nakashima, Tokai University, Japan

10. Wireless and Mobile Networking
Vamesi Paruchuri, University of Central Arkansas, USA

11. Pervasive Computing and Ad Hoc Networking
Mieso Denko, University of Guelph, Canada
Jong Hyuk Park, Kyungnam University, Korea

12. Networking-based Systems and Applications
Takuo Suganuma, Tohoku University, Japan

13. P2P & Grid Data Management
Tevfik Kosar, Louisiana State University, USA
lan Taylor, Cardiff University, UK and LSU, USA

14. Ontologies, Semantic Web and Web Services
Wen-Chen Hu, University of North Dakota, USA
Chung-wei Lee, University of lllinois at Springfield, USA
Workshops Co-Chairs
Fatos Xhafa, Technical University of Catalonia, Spain
Akio Koyama, Yamagata University, Japan
Award Co-Chairs
Arjan Durresi, Indiana University-Purdue University Indianapolis, USA
Minoru Uehara, Toyo University, Japan
Muhammed Younas, Oxford Brookes University, UK
International Liaison Co-Chairs
Hiroaki Nishino, Oita University, Japan

Wenny Rahayu, La Trobe University, Australia
Beniamino Di Martino, Second University of Naples, Italy
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Publicity Co-Chairs
Salvatore Vitabile, University of Palermo, Italy
Takahiro Hara, Osaka University, Japan
Rachid Anane, Coventry University, UK
Treasure Chairs
Tomoya Enokido, Risho University, Japan
Valbona Barolli, Tokyo Denki University, Japan
Local Arrangement Committee
Leonard Barolli, Fukuoka Institute of Technology, Japan
Makoto Ikeda, Fukuoka Institute of Technology, Japan
Keita Matsuo, Fukuoka Institute of Technology, Japan
Web Administrator Co-Chairs
Amin Anjomshoaa, Vienna University of Technology, Austria

Simon Tjoa, Secure Business Austria, Austria
Stefan Jakoubi, Secure Business Austria, Austria
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Message from CISIS General Co-Chairs

Welcome to the 3d International Conference on Complex, Intelligent and Software Intensive Systems
(CISIS-2009). The conference will be held at the Fukuoka Institute of Technology, Fukuoka, Japan in
conjunction with ARES-2009 International Conference. The aim of the conference is to deliver a
platform of scientific interaction between the three interwoven challenging areas of research and
development of future ICT-enabled applications: Software Intensive Systems, Complex systems and
Intelligent Systems.

Software Intensive Systems are systems which heavily deal with other systems, sensors, actuators,
devices, other software systems and users. More and more domains are involved with software
intensive systems, e.g. automotive, telecommunication systems, embedded systems in general,
industrial automation systems and business applications. Moreover, the outcome of web services
delivers a new platform for enabling software intensive systems. The conference is thus focused on
tools, practically relevant and theoretical foundations for engineering software intensive systems.

Complex Systems Research is focused on the overall understanding of systems rather than its
components. Complex Systems are very much characterized by the changing environments in which
they act and by their multiple internal and external interactions. They evolve and adapt through
internal and external dynamic interactions.

The development of Intelligent Systems and agents which is each time more characterized by the use
of ontologies and their logical foundations build a fruitful impulse for both Software Intensive Systems
and Complex Systems. Recent research in the field of intelligent systems, robotics, neuroscience,
artificial intelligence, and cognitive sciences are very important factor for the future development and
innovation of software intensive and complex systems.

CISIS-2009 is aiming at delivering a forum for in-depth scientific discussions amongst the three
communities. The papers included in the proceedings cover all aspects of theory, design and
application of complex systems, intelligent systems and software intensive systems. The program of
the conference consisted of 51 papers (40% acceptance rate), selected after a careful review process
of 3 to 5 independent reviews per submission.

The organization of an International Conference requires the support and help of many people. A lot of
people have helped and worked hard to produce a successful CISIS-2009 technical program and
conference proceedings. First, we would like to thank all the authors for submitting their papers, the
Program Committee Members, and the reviewers who carried out the most difficult work by carefully
evaluating the submitted papers. We would like to thank Dr. Hui-Huang Hsu (Tamkang University,
Taiwan) and Stefan Biffl (Vienna University of Technology, Austria), CISIS-2009 PC Chairs for their
work for a successful CISIS-2009 event.

This year in conjunction with CISIS-2009 we have 13 Workshops that complemented CISIS 2009
program with contributions for specific topics. We would like to thank the Workshop Chairs Dr. Fatos
Xhafa (UPC, Spain) and Akio Koyama (Yagamata University, Japan) and all the workshop organizers
for organizing these workshops.

We thank Amin Anjomshoa, Vienna University of Technology, for his excellent work and support with
the Web Submission and Management System of conference. We are grateful to Web Administrators
Simon Tjoa and Stefan Jakoubi, Secure Business Austria for their timely and efficient work.

We would like to give special thanks to Mr. Yoji Unoki, Chairman of Board of Trustees of FIT for
hosting CISIS-2009, providing the university facilities and his continuous support.

We would like to thank Fukuoka Convention Bureau for their great support, help, advices and local
arrangement. We are grateful to Fukuoka City and Human Line Corporation (HLC) for the financial
support.
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We also thank Fukuoka Institute of Technology and Secure Business Austria as sponsor of our
conference.

Finally, we would like to thank the Local Arrangement and the Administration Staff of Fukuoka Institute
of Technology for their support and for making excellent local arrangement for the conference.

We hope you will enjoy the conference and have a great time in Fukuoka.

General Co-Chairs

Leonard Barolli, Fukuoka Institute of Technology (FIT), Japan
A Min Tjoa, Vienna University of Technology, Austria
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Message from CISIS Workshop Co-Chairs

Welcome to the Workshops of the Third International Conference on Complex, Intelligent and
Software Intensive Systems (CISIS-2009) held at the Fukuoka Institute of Technology, Fukuoka,
Japan, in conjunction with ARES-2009 International Conference.

This is the third edition, which has consolidating CISIS workshops as important international
workshops in the field as regards both the number of submissions received and the number of
workshops held within CISIS conference. We are pleased to notice that in response to our Call for
Workshop Proposals about 20 workshop proposals were received. The objective was to complement
as much as possible the main themes of CISIS-2009 with specific topics of different workshops in
order to cover topics from the three challenging areas of ICT-enabled applications: Software Intensive
Systems, Complex Systems and Intelligent Systems.

As a result, 13 workshops were organized in conjunction with CISIS-2009 Conference covering
research on Grid and P2P Computing, Distributed and Multi-core Systems, Web services and
Ontologies, Human Computer Interaction, Wireless Networks and Informatics in Biology and Medicine,
among others. Some of these workshops are in second or third edition. The workshops are the
following:

Third International Workshop on P2P, Parallel, Grid and Internet Computing (3PGIC-2009)

Third Workshop on Engineering Complex Distributed Systems (ECDS-2009)

Third International Workshop on Intelligent, Mobile and Internet Services in Ubiquitous

Computing (IMIS-2009)

4. Second International Workshop on Multi-Core Computing Systems (MuCoCo0S-2009)

5. Second International Workshop on Ontology Alignment and Visualization (OnAV-2009)

6. Second International Workshop on Intelligent Interfaces for Human-Computer Interaction
(IIHCI-2009)

7. Second International Workshop on Intelligent Informatics in Biology and Medicine (IIBM-2009)

8. Second International Workshop on Adaptive Systems in Heterogeneous Environments
(ASHEs-2009)

9. Second International Workshop on Biometrics, Technology and Personalized Medicine
(BT-2009)

10. First International Workshop on Virtual Environment and Network-Oriented Applications
(VENOA-2009)

11. First International Workshop on Data Management for Information Explosion in Wireless
Networks (DMIEW-2009)

12. First International Workshop on Intelligent Systems for Environmental (Knowledge) Engineering
and Ecolnformatics (i-SEEK-2009)

13. Second International Workshop on Frontiers in Complex, Intelligent and Software Intensive

Systems (FCISIS-2009) Workshop.

wnN e

These workshops bring to the researchers conducting research in specific themes the opportunity to
learn from this rich multi-disciplinary experience.

The Workshop Chairs would like to thank the workshop organizers for their great efforts and hard work
in proposing the workshop, selecting the papers, the interesting programs and for the arrangements of
the workshop during the conference days. We are grateful to Amin Anjomshoa for his excellent work

and support with the Confdriver system. The support

conferences is much appreciated.

We hope you enjoy the workshops programs and proceedings!

Workshop Co-Chairs of CISIS-2009 International Conference

Fatos Xhafa, Technical University of Catalonia, Spain
Akio Koyama, Yagamata University, Japan
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CISIS Keynote

Keynote of Prof. Shojiro Nishio (Osaka University)

CSTP Coordination Program of Science and Technology Projects in Japan:
Very Large Information Integration and Application Platform

The amount of information on the Internet is increasing rapidly and continuously, mainly due to the
"growth of the Web", the emergence of "rich information,” and the growing importance of "emerging
sensor technologies." This phenomenon is often referred to as the "information explosion." In this era
of information explosion, information retrieval engines are indispensable to the Internet users.
However, in current search services, there are some practical problems. That is, search engines do
not analyze information from the user's viewpoint. Consequently, there is the danger of having
undesired information, often called garbage information and harmful information, show up at a higher
rank in the search results. Under this premise, our program "Very Large Information Integration and
Application Platform™ plans to construct a safe and intelligent platform for information retrieval. This
program, which started in the fiscal year 2007, is one of the strategic programs established by the
Council for Science and Technology Policy (CSTP) in Japan. Through the collaboration of four
government ministries' sponsored projects in Japan, such a platform would contribute toward the
development of an information-rich society.
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Message from 3PGIC Workshop Co-Chairs

It is our great pleasure to welcome you in Fukuoka for the Third International Workshop on P2P,
Parallel, Grid and Internet Computing (3PGIC-2009). The workshop is held in conjunction with the
Third International Conference on Complex, Intelligent and Software Intensive Systems (CICIS) on
March 16th -19th, 2009, at the Fukuoka Institute of Technology, Fukuoka, Japan.

P2P, Grid and Internet computing technologies have emerged as new paradigms for solving complex
problems by enabling large-scale aggregation and sharing of computational, data and other
geographically distributed resources. Rapid advances are being reported by many researchers and
forums as regards understanding numerous issues in such paradigms, from theoretic to application
aspects. Moreover, the continuous development of Internet and the construction of new P2P and Grid
infrastructures are making possible the development of large scale applications from many fields of
science and engineering. Despite these advances, Computational Grids and P2P systems remain
difficult for many users to bring such systems to real word applications. Indeed, the research topics
related to the Grid, Peer-to-Peer and Internet computing are recent and require the investigation of
many issues such as effective harnessing of Internet connected resources, development of new
methods and techniques, which offer users a transparent, efficient and secured access to resources,
efficient allocation of resources, decentralization and self-organization.

In this context, the 3PGIC workshop offers the opportunity for researchers and industry professionals
to meet and discuss last advances and present innovative researches, methods and techniques
related to P2P, Grid and Internet computing. We are happy to notice that this third edition of the
workshop high quality submissions were received, which after a strict review by at least 3 independent
reviewers, 13 papers were accepted (52% acceptance rate). The accepted papers addressed
interesting and promising approaches for important issues from P2P, Parallel, Grid and Internet
Computing domain.

Finally, we would like to thank all the authors for submitting their research works to the workshop as
well as to the authors of accepted papers for their participation and presentation of the papers in the
workshop.

We look forward to meet you all again in the 2010 edition of the workshop!
3PGIC Workshop Co-chairs & Organizing Committee

Fatos Xhafa, Technical University of Catalonia, Spain
Leonard Barolli, Fukuoka Institute of Technology (FIT), Japan
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Message from ECDS Workshop Co-Chairs

It is our great pleasure to welcome you to the third workshop on En%ineering Complex Distributed
Systems (ECDS 2009), which will be held in conjunction with the 3" International Conference on
Complex, Intelligent and Software Intensive Systems (CISIS 2009) in Fukuoka, Japan, from March 16
to March 19, 2009.

In the past, this field included technology concerns related to middleware solutions, dealing with the
heterogeneity of the miscellaneous hardware and software environments and computing
infrastructure. These technologies have been used to address the integration of existing legacy

applications and improve the interoperability between applications across enterprises. The advances

in wireless communication and pervasive computing extend this traditional wired area of distributed

systems and make new advanced applications possi bl e. The ¢
requires additional approaches to be able to realize an enterprise application time- and costsaving.

This includes the ability to model business processes, business policies, and event-oriented aspects

of large systems and express these models through design solutions to address the complexity of

enterprise applications and ease software design efforts. In addition, the engineering of complex

distributed systems also requires a good understanding of the problem areas of concern for

information systems and business administration, such as process management, supply chain
management, security issues, electronic business, etc. These topics need to be addressed in order to

deal witht he complexity of todayds i n-orgaaizatonah gnd grossty na mi c
jurisdictional systems.

In this workshop various aspects of the design and implementation of distributed systems will be
discussed. The scope of the presented papers ranges from process improvements, engineering
approaches and techniques to applications.

This workshop would not have been possible without the help of many people. First of all, we would
like to thank all the authors for submitting their papers to our workshop. We also like to thank the
program committee members and additional reviewers, who carefully evaluated the submitted papers.

We hope that you find the ECDS 2009 final program inspiring and that the workshop provides you with
the opportunity to interact, share ideas with, and learn from other distributed systems researchers from
around the world. We also encourage you to continue to participate in future ECDS workshops, to
increase its visibility, and to interest others in contributing to this growing community.

ECDS Workshop Co-chairs & Organizing Committee
Markus Aleksy, ABB AG Corporate Research Center, Germany

Leonard Barolli, Fukuoka Institute of Technology, Japan
MakotoTakizawa, Sekei University, Japan
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Message from IMIS Workshop Co-Chairs

Welcome to the 3rd International Workshop on Intelligent, Mobile and Internet Services in Ubiquitous
Computing, which is held in Fukuoka, Japan on March 16-19, 2009.

With the proliferation of wireless technologies and electronic devices, there is a fast growing interest in
Ubiquitous and Pervasive Computing (UPC). UPC enables to create a human-oriented computing
environment where computer chips are embedded in everyday objects and interact with physical
world. Through UPC, people can get online even while moving around, thus having almost permanent
access to their preferred services. With a great potential to revolutionize our lives, UPC also poses
new research challenges. IMIS 2009 focuses on the challenges and solutions for UPC with an
emphasis on intelligent, mobile and internet services, providing an opportunity for academic and
industry professionals to discuss the latest issues and progress in the area of UPC.

IMIS 2009 workshop provides a forum for engineers and scientists in academia, industry, and
government to address all resulting profound challenges including technical, safety, social, legal,
political, and economic issues, and to present and discuss their ideas, results, work in progress and
experience on all aspects of intelligent, mobile and internet services in ubiquitous and pervasive
computing. The accepted papers cover a wide range of exciting topics in all aspects on above issues.

IMIS 2009 had received high quality submissions from all over the world. All papers went through a
rigorous peer-review process and each was reviewed by at least three TPC members or external
reviewers. After several rounds of online discussions among the program chairs, we finally accepted
19 papers to be presented in the workshop. We believe that all of these accepted papers are of high
quality and can also stimulate future research innovations in the area of intelligent, mobile and internet
services in ubiquitous and pervasive computing.

The excellent program required a lot of efforts from many people. First, we would like to thank all the
authors for their hard work in preparing submissions to the workshop. We deeply appreciate the efforts
and contributions of the program committee members who worked very hard to select the very best
submissions and to put together an exciting program.

Last but not least, we would like to greatly thank the CISIS 2009 local organizing team for their hard
work, nice services, and wonderful local arrangements. We hope that attendees enjoy this conference,
find the technical program to be exciting, and have a wonderful time in Fukuoka, Japan, together with
the social activities of the conference.

IMIS Workshop Co-chairs & Organizing Committee

IMIS 2009 General Co-Chairs
Kouichi Sakurai and llsun You
IMIS 2009 Program Co-Chairs
Bonam Kim and Feilong Tan
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Message from MuCoCoS Workshop Co-Chairs

Fukuoka, Japan, March 16-19, 2009, in conjunction with CISIS 2009
http://www.par.univie.ac.at/~pllana/mucocos09

Welcome to the 2009 International Workshop on Multi-Core Computing Systems (MuCoCoS 2009),
Fukuoka, Japan. This is the second time that MuCoCoS is organized, and therefore it was a pleasure
and a privilege to serve as workshop co-chairs.

The improvement of single-processor performance by increasing clock rate and instructions-perclock
number has reached its technological limits. Increasing instead the number of processor cores per
chip is one alternative that can yield better overall system performance and alleviate problems related
to energy consumption, heat dissipation and design complexity. As a result we are now witnessing the
emergence of multi-core processors in all markets from laptops and game consoles to servers and
supercomputers. However, exploiting the full potential of multi-core computing systems for application
programs is a highly complex task posing many open research questions.

The increasing interest in multi-core technology is reflected in the significant number of highquality

paper submissions. Each paper was thoroughly evaluated by members of the program committee
based on originality, significance to workshop topics, technical soundness, and presentation quality.
The selection of papers has been based on at least three reviews (for some of the papers were
provided four reviews). The acceptance rate has been about 50 percent. The selected papers address
a representative set of issues related to the recent developments in multicore computing systems. The
program committee has developed an exciting workshop program, which comprises high-quality
presentations of the state-of-the-art research work.

We are grateful to all the authors for submitting their papers to MuCoCoS 2009, and to program
committee members for their efforts to evaluate papers within a short period.

Enjoy MuCoCoS 2009 in Fukuoka.

MuCoCoS Workshop Co-chairs & Organizing Committee

Leonard Barolli, Sabri Pllana, and Fatos Xhafa
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Message from OnAV Workshop Co-Chairs

On behalf of the organizing committee, it is our pleasure to welcome you to OnAV 2009 - the 2nd
International Workshop on Ontology Alignment and Visualization. The OnAV Workshop aims to
provide a forum for researchers to discuss state of the art approaches to ontology management, and
in particular, to investigate how information visualization techniques can be applied to support
ontology alignment decision making tasks.

This year the OnAV workshop has two main sessions:

1 Principles in Ontology Matching and Visualization
1 Applications in Ontology Matching and Visualization

We received a number of high-quality submissions related to ontology matching and visualization and
we are grateful to the reviewers for providing their expertise to help us select the best papers for
presentation at OnAYV. T he t oinclude:screatirfg visublieatiopsatpoaghs f or
ontology mapping, understanding ontology visualization user requirements, state of the art ontology
mapping systems, ontology visualization techniques and examples of ontology alignment applications.
The use of information visualization techniques to help improve the quality of automatic matching
approaches remains an important topic of interest in the Semantic Web research. The OnAV
workshop will provide a discussion forum for how promising techniques from the information
visualization community can help support decision-making tasks in ontology alignment. As with the
previous successful OnAV workshop, we assume that challenging topics presented will trigger fruitful
discussions amongst the participants.

The OnAvV 2009 workshop is held in conjunction with the International Conference on Complex,
Intelligent and Software Intensive Systems at the Fukuoka Institute of Technology in Japan. We want
to thank the Conference Co-Chairs Leonard Barolli, Fukuoka Institute of Technology, Japan, and A
Min Tjoa, Vienna University of Technology, Austria. We give special thanks to the workshops chair
Fatos Xhafa, from the Polytechnic University of Catalonia, for his great support in the preparation of
this event.

In addition to OnAV several related workshops take place at the Conference on Complex, Intelligent
and Software Intensive Systems and together they cover a substantial part of computer science
research. Overall our workshop covers a range of interesting and challenging topics related to
ontology alignment and visualization. We would like to wish all the participants a very enjoyable and
professionally fruitful experience at OnAvV 2009 in Japan!

OnAV Workshop Co-chairs & Organizing Committee

Monika Lanzenberger and Jennifer Sampson
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Message from IIHCI Workshop Co-Chairs

After a first successful edition, welcome to the Second International Workshop on Intelligent Interfaces
for Human-Computer Interaction (IIHCI 2009) held in conjunction with International Conference on
Complex, Intelligent and Software Intensive Systems at the Fukuoka Institute of Technology, in
Fukuoka, Japan on 16-19 March 2009.

Human-Computer Interaction (HCI) is a multidisciplinary research area that includes understanding,
designing, building and evaluating complex interactive systems involving many people (both
researchers and users) and many technologies. On the other hand, developments in software and
hardware technologies are continuously driving applications in supporting our collaborative and
communicative needs as social beings, both at work and at play. This workshop addresses a central
issue of HCI focusing on Intelligent Interfaces for Human Computer Interaction, which is the study and
development of devices that allow users to interact with computer and automatic systems. Also, new
topics were added to include human-robot interaction and ambient intelligence, among others.

The goal of this workshop is to bring together researchers from the different fields whose work is
related to intelligent interface design for HCI. This year, the program committee has selected 11
quality contributions among the many received for oral presentation. We believe all of these papers
and topics will not only provide novel ideas, new results, work in progress, and state-of-the-art
techniques in this field, but also stimulate future research activities in the area of human-computer
interaction.

The program for this workshop is the result of hard and excellent work of many people, including
authors, external reviewers, and program committee members. We would like to express our sincere
appreciation to all of them for their cooperation in completing the workshop program under a very tight
schedule. We also gratefully acknowledge the IEEE Computer Society for sponsoring the workshop.
Last but not least, we are grateful to the organizers of the International Conference on Complex,
Intelligent and Software Intensive Systems at the Fukuoka Institute of Technology (CISIS 2009) for
hosting the workshop, and, in particular CISIS 2009 Workshop Co-Chairs, Fatos Xhafa and Akio
Koyama, CISIS 2009 Program Committee Co-Chairs, Hui-Huang Hsu and Stefan Biffi, and CISIS
General Co-Chairs, Leonard Barolli, and A Min Tjoa, for bringing together this important event. We
hope you will enjoy your participation to IIHCI and your stay in Fukuoka!

IIHCI Workshop Co-chairs & Organizing Committee

Antonio Gentile, Salvatore Vitabile
University of Palermo, Italy
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Message from IIBM Workshop Co-Chairs

Advances of information technologies have facilitated and accelerated the research on molecular
biology and medicine in the past few decades. Great success has been achieved. However, to move
further more sophisticated technologies are needed. The applications of artificial intelligence, machine
learning, and data mining in this area can help the researcher to discover new knowledge. This is a
very important direction.

The Second International Workshop on Intelligent Informatics in Biology and Medicine (1IBM 2009)
aims at attracting papers with pioneer ideas and emerging technologies in this field. It will provide a
platform for researchers to meet and exchange their thoughts. 11BM 2009 will be held in conjunction
with the Third International Conference on Complex, Intelligent and Software Intensive Systems
(CISIS 2009) in Fukuoka, Japan from March 16th to 19th, 2009. It accepted 11 papers from 21
submissions. All the papers were reviewed and recommended by at least two reviewers. We are glad
that the paper number has grown from the previous 1IBM.

Many people contributed to the CFP and paper review of 1IBM 2009. We wish to thank the program
committee members for their great effort. We also would like to express our gratitude to the main
organizers of CISIS 2009, Prof. Leonard Barolli, Prof. Fatos Xhafa, Prof. A Min Tjoa, and Prof. Makoto
Takizawa, for their excellent work in organizing the conference. Last but not least, we would like to
thank and congratulate all the contributing authors for their support to the workshop. We look forward
to meeting all of you in Fukuoka.

IIBM Workshop Co-chairs & Organizing Committee

Hui-Huang Hsu, Lusheng Wang and Hiroshi Matsuno
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Message from ASHEs Workshop Co-Chairs

In its second occurrence the ASHEs workshop has generated a wide range of interest and attracted
quality contributions from researchers from different parts of the world. The scope of the topics
covered in the selected papers has confirmed the importance of adaptivity as an overarching concept
in the design of distributed systems. Its role in guiding and shaping the structure and behaviour of
heterogeneous systems is becoming more evident. The different perspectives that emerge from the
research are lending greater currency to the role of the ASHEs workshop as a forum for the
presentation and discussion of innovative solutions in heterogeneous environments.

The topics covered in the various contributions span a range of research interests where adaptivity is
called upon to resolve conflicting requirements, enhance behavior or optimise service and resource
management. From the P2P requirements for the storage and retrieval of dynamic data to the use of
redundancy to enhance robustness in autonomic systems, a common thread of adaptivity manifests
itself at different levels. Issues related to context awareness and optimal behaviour have been brought
to the fore and addressed convincingly. While context information has been investigated as a means
of assisting the adaptive collaboration between groups of users, another research strand has identified
the optimisation of job scheduling and data analysis as its main focus.

It is most appropriate that the CISIS conference and the ASHEs workshop are being hosted by the

Fukuoka Institute of Technol ogy, w tybecelectrdmia erientede e n d e s ¢
academic institutiono6. We aenveonmseatraridithe essués ratsdddy thet he f av
workshop contributions will foster greater interaction amongst researchers and facilitate a genuine
cross-fertilisation of ideas. We wish to acknowledge the invaluable contribution of the authors, the

session chairs and the members of the program and organising committee. We would like also to pay

tribute to the organisers of the CISIS conference for the dedicated support they have provided.

ASHEs Workshop Co-chairs & Organizing Committee

Rachid Anane
Muhammad Younas
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Message from BT Workshop Co-Chairs

Welcome to the International Workshop on Biometrics, Technology and Personalized Medicine (BT
2009) to be held, in conjunction with The International Conference on Complex, Intelligent and
Software Intensive Systems (CISIS 2009), at Fukuoka Institute of Technology (FIT). This workshop
provides an international forum that brings together those actively involved in areas of statistics, image
processing and technology in the biosciences. Its objectives are to promote and extend the use of
mathematical and engineering methods in the principal disciplines of biosciences by reporting on the
development and application of these methods.

The Program Committee has accepted 8 papers for publication in the proceedings of CISIS 2009. We
are grateful to the authors who submitted papers. We would like to thank all program committee
members as well as the reviewers for their support.

Finally, we would like to thank the CISIS organizers for their continuous support and cooperation. We
would like to express special thanks to Prof. Leonard Barolli and Prof. Fatos Xhafa for their timely
support and organization.

We wish all of you entertaining and rewarding experience in BT 2009 and CISIS conference.
BT Workshop Co-chairs & Organizing Committee
Prof. Jacques Demongeot, TIMC, Grenoble, France

Dr. Andrei Doncescu, LAAS-CNRS, Toulouse, France
Dr. M-Nabil Kabbaj, LAAS-CNRS, Toulouse, France
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Message from VENOA Workshop Co-Chairs

Welcome to the First International Workshop on Virtual Environment and Network-Oriented
Applications (VENOA2009) held in conjunction with the International Conference on Complex,
Intelligent and Software Intensive Systems (CISIS-2009) to be held at Fukuoka, Japan, March 16-19,
20089.

This is the first trial to include the field of virtual environment and network application technologies in
the prestigious CISIS conference and workshops. In spite of the situation, we received many unique
and high-quality paper submissions. We strictly follow the CISIS review procedures and finally
selected fifteen excellent papers for publication and presentation. The program shows a variety of
research activities with high relevance to the scope of the workshop. The papers to be presented at
the workshop cover a wide range of topics such as graphics and VR systems, multimedia applications,
Web applications, and 3D vision and image processing.

This workshop cannot be organized without hard and excellent work of program committee members
and reviewers. We would like to express our sincere appreciation to all program committee members
and reviewers for their cooperation in completing the workshop program under a very tight schedule.
We also give our special thanks to all authors for their valuable contributions. We hope that these
papers will have significant impacts and stimulate future research activities.

VENOA Workshop Co-chairs & Organizing Committee

VENOA2009 Workshop General Chair
Kouichi Utsumiya, Oita University, Japan

VENOA2009 Workshop Co-Chairs
Yong-Moo Kwon, Korea Institute of Science and Technology, Korea
Hiroaki Nishino, Oita University, Japan
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Message from DMIEW Workshop Co-Chairs

Welcome to the 1st International Workshop on Data Management for Information Explosion in
Wireless Networks (DMIEW 2009). In recent few years, wireless networks have become incredibly
popular. Various types of wireless networks such as cellular networks, wireless LANs, ad-hoc
networks, sensor networks, and mesh networks have been deployed in many places. In addition, the
number of wireless terminals and information generated by such terminals has increased rapidly.
Thus, we areinatimewhi ch we <coul d c élxlpltolse ofml rEfr ar. ma tbDiMd
current challenges and solutions as well as future research directions on data management
techniques applied to wireless networks in the information-explosion era.

Of the submissions, we have accepted 12 research papers. These high quality papers selected have
been assigned to a program of 3 sessions. We highly appreciate the effort of all authors in preparing
and submitting papers to DMIEW 2009.

The contributed research papers were selected by the Program Committee through a strict review
process. The committee had 20 members with very diverse, international backgrounds representing
universities, research institutions, and industry in different countries. We are very grateful to all
Program Committee members and the external reviewers for their time-consuming and meticulous
work in judging the papers.

We also thank the CISIS 2009 organizers for their support and kind advice. Last, but not least, we
thank all of the attendees for contributing to the success of the workshop. We hope you will find the
scientific program rewarding. To you, as well as to all our colleagues who are not able to join us at the
workshop, we are pleased to offer these proceedings. The papers capture a snapshot of the current
state of research and development in the field of data management in wireless networks. We hope
that it will serve as an invaluable reference and a source of new ideas.

DMIEW Workshop Co-chairs & Organizing Committee

Takahiro Hara
Workshop Chair

Mieso Denko, Akimitsu Kanzaki
Program Chairs
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Message from i-SEEK Workshop Co-Chairs

On behalf of the organizing committee, we would like to welcome you to the 1st International
Workshop on Intelligent Systems for Engineering Environmental Knowledge (i-SEEK2009). The
workshop aims at providing a place of discussion for researchers interested to debate on how Al and
more specifically Knowledge Engineering can be applied in the field of Environmental Engineering and
Ecolnformatics to solve (mainly) the information integration problem and also to provide best practices
for its management and retrieval. We believe that Environmental Engineering is a good choice for
applied research specifically on Knowledge Engineering since, among other reasons, it provides an
evaluation framework for testing techniques in terms of managing and integrating highly
heterogeneous, distributed and large information sources. Issues concerning interoperability,
performance and scalability of environmental knowledge (-based) engineering systems should be
identified and discussed in this workshop series, towards enabling better support for life and
environment-preservation decisions.

This first year of organization, we have accepted papers from a broad list of topics, ranging from
metadata integration and engineering to decision-support and retrieval systems. With the assistance
of the Steering Committee (SC) and the expertise of the Program Committee (PC) members, we have
selected 8 high-quality papers, both full and position ones. All people involved in this first workshop
(authors, PC and SC members) are researchers with high expertise, working on related research
areas and projects. We are really grateful for their support and we thank them for contributing their
knowledge towards a successful event.

We would like to thank CISIS organizers for giving us the opportunity to organize the first event of the
I-SEEK Workshop series in Japan. We hope that the results of this event will advance the related
research in multifold ways.

Enjoy it!
i-SEEK Workshop Co-chairs & Organizing Committee

http://semanticweb.org/wiki/l-SEEK
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Message from FCISIS Workshop Co-Chairs

It is our great pleasure to welcome you in Fukuoka for the Second International Workshop on Frontiers
on Complex, Intelligent and Software Intensive Systems (FCISIS-2009). The workshop is held in
conjunction with the Third International Conference on Complex, Intelligent and Software Intensive
Systems (CICIS) on March 16th -19th, 2009, at the Fukuoka Institute of Technology, Fukuoka, Japan.

The objective of FCISIS Workshop is to foster the discussion in a rich inter-disciplinary context of the
three challenging areas of ICT-enabled applications: Software Intensive Systems, Complex Systems
and Intelligent Systems. FCISIS-2009 is conceived in terms of special sessions, which were also
carefully selected, from the organizers.

The following special sessions were organized within FCISIS 2009:

Wireless and Sensor Networks

Web & Grid Services and Ontologies
Formal models and Scientific Computing
Multicore Networks-on-Chip Systems

E R

The FCISIS workshop is held in an exiting and stimulating atmosphere, at the Fukuoka Institute of
Technology, in Fukuoka (Japan). We would like to thank Beniamino Di Martino, Salvatore Vinticinque
(Italy) and Sabri Pllana (Austria) for their support in organizing the workshop.

Finally, we would like to thank all the participants of the workshop for submitting their research works
and for their participation and look forward to meet you again in the forthcoming editions of the
workshop.

FCISIS Workshop Co-chairs & Organizing Committee

Fatos Xhafa, Technical University of Catalonia, Spain
Leonard Barolli, Fukuoka Institute of Technology (FIT), Japan
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CISIS & CISIS WORKSHOP PROGRAM

Monday, Mar 16, 2009
08:307 09:00  Single Session

Welcome and Opening Ceremony (ARES and CISIS) - UG
09:007 10:30  Single Session

ARES Keynote 17 UG
Chair: A Min Tjoa, Vienna University of Technology, Austria

Pairing based cryptography - theory, implementations and applications
Keynote Prof. Eiji Okamoto (Tsukuba University)

10:307 11:00 Coffee Break
11:007 12:30 Parallel Sessions

CISIS Session 1: Software Engineering for Distributed Systems i D36
Chair: Markus Aleksy, ABB Corporate Research, Germany

1. Shared Memory Synchronization in Presence of Failures: an Exercise-based Introduction for the
Sophomore
Michel Raynal
2. PyThinSearch: A Simple Web Search Engine
Andri Mirzal
3. Job scheduler parameter analysis to find an optimal parameter configuration
Rika Ito
4. Evaluation of A Purpose-based Marking (PM) Protocol for Secure Distributed Systems
Tomoya Enokido, Makoto Takizawa

CISIS Session 2: Artificial Intelligence and Applications |1 D35
Chair: Takuo Suganuma, Tohoku University, Japan

1. Human Sensibility Evaluation using Photoplethysmogram (PPG)
Hyun-Min Lee, Dong-Jun Kim, Heui-Kyung Yang, Kyeong-Seop Kim, Jeong-Whan Lee, Eun-Jong Cha,
Kyung-Ah Kim

2. Proposal of Statefull Relilability Counter Small-World Cellular Nueral Networks
Katsuyoshi Matsumoto, Minoru Uehara, Motoi Yamagiwa, Makomoto Mukarami, Hideki Mori

3. Reconstruction for artificial degraded image using Constructive Solid Geometry and Strongly Typed
Genetic Programming
Motoi Yamagiwa, Eiji Kikuchi, Minoru Uehara, Makoto Murakami, Masahide Yoneyama

4. A Multi-Dip Interface with Water
Michihiro Ikeda, Norimasa Nagira, Masahito Masahito

MuCoCos 11 D32
Chair: Sabri Pllana, University of Vienna, Austria

1. Evaluating the run-time performance of Kahn process network implementation techniques on shared-
memory multiprocessors
Zeljko Vrba, Paal Halvorsen, Carsten Griwodz

2. Experimental Study of Multithreading to Improve Memory Hierarchy Performance of Multi-core
Processors for Scientific Applications
Enes Bajrovic, Eduard Mehofer
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